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# example of iterating a nonce in a hashing algorithm's input import hashlib

text ="l am Satoshi Nakamoto"

# iterate nonce from O to 19

for nonce in xrange(20):

# add the nonce to the end of the text

input = text + str(nonce)

# calculate the SHA-256 hash of the input (text+nonce)

hash = hashlib.sha256(input).hexdigest() # show the input and hash result

print input, '=>', hash

1833 % A nonce K 4 B A MG 75 B A B AR 9
) python hash_example.py

| am Satoshi NakamotoO => a80a81401765c8eddee25df36728d732...
| am Satoshi Nakamotol => f7bc9a6304a4647bb41241a677b5345f...

| am Satoshi Nakamoto2 => ea758a8134b115298a1583ffb80ae629...

| am Satoshi Nakamoto3 => bfa9779618ff072c903d773de30c99hbd...

| am Satoshi Nakamoto4 => bce8564de9a83c18c31944a66bde992f...

| am Satoshi Nakamoto5 => eb362c3cf3479be0a97a20163589038e...
| am Satoshi Nakamoto6 => 4a2fd48e3be420d0d28e202360cfbaba...

| am Satoshi Nakamoto7 => 790b5a1349a5f2b909bf74d0d166b17a...
| am Satoshi Nakamoto8 => 702c45e5b15aa54b625d68dd947f1597...

| am Satoshi Nakamoto9 => 7007cf7dd40f5e933cd89fff5b791ff0...

| am Satoshi Nakamoto10 => c2f38¢81992f4614206a21537bd634a...
| am Satoshi Nakamoto11 => 7045da6ed8a914690f087690e1e8d66...
| am Satoshi Nakamoto12 => 60f01db30cl1a0d4cbce2b4b22e88b9b...
I am Satoshi Nakamoto13 => Oebc56d59a34f5082aaef3d66b37a66...
| am Satoshi Nakamoto14 => 27ead1ca85da66981fd9da01a8c6816...
| am Satoshi Nakamoto15 => 394809fb809c5f83ce97ab554a2812c...
| am Satoshi Nakamoto16 => 8fa4992219df33f50834465d3047429...

| am Satoshi Nakamoto17 => dca9b8b4f8d8e1521fadeaad6f4fOcd...

| am Satoshi Nakamoto18 => 9989a401b2a3a318b01e9ca9a22b0f3...
| am Satoshi Nakamoto19 => cda56022ecb5b67b2bc93a2d764e75f...
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Bob, an online merchant, decides to begin accepting bitcoins as payment.
Alice, a buyer, has bitcoins and wants to purchase merchandise from Bob.

WALLETS
AND
ADDRESSES

SUBMITTING
A PAYMENT

Alice tells her
Bitcoin client
that she'd like
to transfer
the purchase
amount to
Bob's address.

Private
key

Bob and Alice Wallets are files
both have that provide
Bitcoin “wallets” accessto
on their multiple Bitcoin
computers.
Bob creates Eachaddress
anew Bitcoin CREATING hasits own
Al tosend i bicais.
her payment to. A DD RES S
m It's tempting to think of addresses as bank
6 7 accounts, but they work a bit differently. Bitcoin
users can create as many addresses as they wish
Private Public and in fact are encouraged to create anew one

key for every new transaction to increase privacy.
So long as no one knows which addresses are
Alice's, her anonymity is protected.

Anaddress
isastring of
lettersand
numbers,
suchas
THULMWZEP
kiEPeCh
43BeKILlyb
LCWrfDpN.

HalSh* * Each new hash value contains
value information about all previous
Bitcoin transactions. 1 7 The mining computers
+ 1 6 calculate new hash values
based onacombinationof the

previous hash value, the new

+ Nonce >

transaction block,and anonce.

New
hash
value

Cryptographic Hashes

Cryptographic hash functions
transform a collection of data intoan
alphanumeric string with a fixed length,
called a hash value. Even tiny changes in
the original data drastically change the
resulting hash value. And it's essentially
impossible to predict which initial data set
will create a specific hash value.

Tl ot of 00000000
14 alle 0000..

Creating hashes is computationally
trivial, but the Bitcoin system requires
that the new hash value havea
particular form—specifically, it must
start with a certain number of zeros.

Theroot 6d0a 1899 086a... 1 8
ofall evil (56 more characters)

Theroo Theminers

of alleuil } 486¢ 6bes bdde... have noway to
predict which
nonce will

produce a hash

Theroot
} bBdb7ee9 8392...

Nonces
Tocreate different hash values from the 1 5

Public Key Cryp 101
When Bob creates a new address,

what he’s really doing is generating a
“cryptographic key pair,” composed of

a private key and a public key. If you sign
amessage with a private key (which only
you know), it can be verified by using the 1 1
matching public key (which is known

toanyone). Bob's new Bitcoin address Ga;yé?anh'
represents a unique public key, and the ol 3 enr, s
Bitcoin miners.

corresponding private key is stored in his
wallet. The public key allows anyone to
verify that a message signed with the
private key is valid.

VERIFYING
THE
TRANSACTION

Public
key

9 Alice’s wallet holds the private key foreach  Anyone on the network can now use 1 0
of her addresses. The Bitcoin client signsher  the public key to verify that the transaction
transaction request with the private keyof the  request isactually coming from the
bitcoins from. count owner.

address she’s

same data, Bitcoln uses "nonces.” Anonce is
just arandom number that's added to data
prior to hashing. Changing the nonce results
ina wildly different hash value.

Eachblockincludes a “coinbase” trans-
action that pays out 50 bitcoins to the

value with the
required number
of leading zeros.
So they're forced
to generate
many hashes
with different

winning miner—in this case, Gary. Anew  — — \ | -~ : noncesuntilthey

e The miners’ addressiscreatedinGaryswalletwitha N s 3 happen upon
computers are balance of newly minted bitcoins, S S— N :  onethatworks. 5

Their comput- setuptocal- 4 S i\ 2
ersbundle the culate crypto- B
transactions graphic hash 5o o ) 3
of the past 1 2 functions. 3
10 minutesinto
Gl o ars e - -
Setmpe TRANSACTION -

VERIFIED [

21

As time goes on, Alice's transfer to Bob gets buried beneath other,
more recent transactions. For anyone to modify the details, he
would have to redo the work that Gary did—because any changes
require a completely different winning nonce—and then redo the
work of all the subsequent miners. Such a feat is nearly impossible.
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